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Abstract

This paperexaminesmechanicalock securityfrom the perspectie of computerscienceandcryptol-
ogy. We focuson new andpracticalattacksor amplifying rightsin mechanicapin tumblerlocks. Given
accesso asinglemasterkeyedlock andits associate#tey, aprocedures giventhatallows discoveryand
creationof aworking masteikey for the system.No specialskill or equipmentbeyonda smallnumber
of blankkeys andametal le, is required,andthe attacler needengagen no suspiciousvehaior atthe
lock's location. Countermeasureasre alsodescribedhat may provide limited protectionundercertain
circumstancesWe concludewith directionsfor researchn this areaandthe suggestiorthatmechanical
locksareworthy objectsfor studyandscrutiry.

1 Intr oduction

In the United Statesandelsavhere,mechanicalocks arethe mostcommonmechanismgor accessontrol
on doorsand security containers. They are found in (and guardthe entrancego) the vast majority of
residencesgcommercialbusinesseseducationalinstitutions,and governmentfacilities, and often sene as
the primary protectionagainstintrusionandtheft.

As importantaslocksarein their own right, their designandfunctionhasalsoin uenced muchof how
we think aboutsecuritygenerally Computersecurityand cryptologyborrav much of their languageand
philosophyfrom metaphorghatinvoke mechanicalocksmithing. The conceptof a“key” asasmallsecret
thatallows accesr operation the notion that systemsecurityshouldbe designedo dependonly on the
secreyg of keys, andeventhereferenceo attaclersas“intruders; canall betracedbackto analogieghat
long predatecomputerandmoderncryptology

Corversely thedesignof mechanicalocks couldwell beinformedby the philosophyandmethodology
of computersecurityand cryptology For example,formal notionsof the computationatompleity and
otherresourcesequiredto attacka systemcould be appliedto the analysisand designof mary aspects
of mechanicalocks. In general hovever, theseconceptshave not enjoyed widespreadadoptionby lock-
smithsor lock designersComputersecurityspecialistsfor their part, areoften surprisinglyunslepticalin
evaluatingclaimsof physicalsecurity

This paperexaminesthe securityof the commonmasteskeyed pin tumbler cylinder lock againstan
insiderthreatmodelmorecommonlyassociategvith computingsystemsunauthorizedightsampli cation.
As we shallsee notonly is this threatof practicalconcernin physicalsecurity therearesimpleattacksthat
rendemary real-world lock systemsjuitevulnerableto it.



2 Background: Mechanical Locks

A completereview of lock technologyis well beyond the scopeof this paper For an excellentdiscussion
of physicalsecuritydesignand evaluation, the readeris referredto [4]. For the purposesof consistent
terminology a brief overview follows.

Broadly speakingmechanicalocksfall into two generakatejories: combinationlocks, which operate
upondemonstratiorf a secrefprocedureandkeyedlocks,which operatewith useof a secretoken. Com-
binationlocks are mostfrequentlyusedto control accesgo safesandvaultsandon somepadlocks;most
commercialndresidentialdoorsandentrancesisekeyedlocks.

Therearemary differentkeyedlock designghathave beeninventedandusedthroughoutheindustrial
age;amongcurrentlymanuficturedschemesherearewardedlocks,levertumblerlocks,disktumblerlocks,
rotary tumblerlocks,anddimplekey locks. More recently electronidocksandcomputetbasedaccesson-
trol systemdhave foundapplicationin somecommercialernvironments.By far the mostcommonmedium-
andhigh-securitymechanicakeyedlock mechanisnin the U.S.andmary othercountries however, is the
mechanicapin tumblerlock cylinder.

2.1 Evaluating Lock Security

Mechanicalocks mustresista muchwider rangeof threatsthanthoseassociatedvith computingor com-
municationssystems.

First, of course locks functionin the physicalworld and mustthereforebe sufciently mechanically
strongto withstandforceful attack. Evaluationof this aspecf lock securityfocuseson suchissuesasthe
strengthof materialsthe accessibilityof weak points, resistanceo varioustools, andso forth. Thereare
industryandgovernmentstandardshatrequirespeci ¢ physicalcharacteristic®f locks for variousappli-
cations,which vary dependingon the expectedresource®f the attacler andthe likely easeof alternatve
methodsof entry (e.g.,througha brokenwindow).

A relatedissueis the easewith which thelocking mechanisnitself canbe bypassedit maybe possible
to opena lock without interactingwith the keyed mechanisnat all: door latchescanoften be wedgedor
priedopen, for example.Here,securitydependsotonly onthelock but alsothesoundnesandcorrectness
of its installation.

It is alsopossiblethata lock might be manipulatedo operatewithout a key or thata key canbe fab-
ricatedwithout knowledgeof its parametersThe mostcommon(or at leastfamous)manipulationmethod
involvespicking, which exploits smallmanugcturingimperfectionsandmechanicatoleranceo setalock
to a keyed statewithout usinga key. A relatedmethod,impressioning fabricatesa working key directly.
Manipulationis generallynon-destructie andmayleave behindonly minimal externalevidence.Both pick-
ing andimpressioningequire nesse andskill, however, andaremuchmoredif cult to carry out against
locks of betterquality, especiallydesignghatemploy securityfeaturesntendedspeci cally to thwart ma-
nipulation.

Evaluating and protectingagainstmost of the above threatsfocusesmore on the detailsof a lock's
mechanicabndphysicalconstructiorthanon abstractlyquanti able securitymetrics. A computerscience
andcryptologicsecurityanalysispnthe otherhand,mighttake amoreabstractjdealizedview of locksand
their operation.In particular we might be especiallyconcernedvith the securityof the key spaceagainst
variousthreats.

The mostbasicdesigngoal of all keyed locksis thata correctkey is requiredfor operation;ideally; it
shouldnot be possibleto operatea lock without possessionf the key. (Thisis rarely achieved in practice
dueto the factorsdiscussedabore, but that is not critical for the purposesof this discussion). Among
the mostquanti able securityparametersor discussindocks, thereforeis the numberof possibleunique
keys (calledthe numberof differs or changesin the terminologyof the trade),which givesthe probability



Figurel: A pintumblerlock cylinder. Left: Thecylinder face.Notethe keyway, whichis cutinto the plug,

whichin turn sitsinsidethe shell. Right: Sideview, with partof the shellandplug cut away to exposethe
six pin stads. Note theborderbetweerthe plug andshell,which formsthe shearline, andthe cutsin each
pin stackrestingwithin the plug.

thata randomlycut key will operatea given lock andan upperboundon the resourcesequiredto nd a
working key by exhaustve search.On typical commerciallocks, thereare betweenseveral thousandand
severalmillion possibledistinctkeys. While thesenumberanay seenvery smallby computationasecurity
standardsmechanicalocks performon a morehumanscale. Testinga key againsta lock, afterall, is an
“online” operationrequiringsecondsnot microsecondsandcarrieswith it atleastsomerisk of discovery
if thelock is notoneto which the attacler haslegitimateaccess.

If exhaustve searchs notfeasible,it may still be possibleto analyzeandexploit alock's key spacean
otherways.

2.2 The Pin Tumbler Lock

The modernpin tumblerlock is quite simple, dating backto ancientEgypt but not commerciallymass-
produceduntil the middle of the 19th century The basicdesignconsistsof a rotatablecylinder tube,called
a plug, that operateghe underlyinglocking mechanism.Around the circumferenceof the plug is a shell
whichis x edtothedooror container Rotationof theplugwithin theshelloperateshelockingmechanism.
In thelocked statethe plugis preventedfrom rotatingby a setof movablepin stadks typically underspring
pressurethatprotrudefrom holesin thetop of the openingin the shellinto correspondindpolesdrilled into
thetop of the plug. Eachpin stackis cutin oneor moreplacesperpendiculato its length. SeeFigurel. (In
practice the cutsareproduceddy stackingpin segmentsof particularsizesnotby actuallycuttingthe pins;
hencetheterm*“pin stack’)

With nokey in thelock, all thepin stackcutsrestwithin theplug. Whenakey is insertednto thekeyway
slot at the front of the plug, the pin stacksareraisedwithin the plug andshell. The plug canrotatefreely
only if the key lifts every pin stacks cut to align at the borderbetweenthe plug andshell. The plug/shell
borderis calledthesheatrline. SeeFigure2. Theplugwill beblockedfrom rotatingif ary pin stackis lifted
eithernotfarenough(with thecutstill in the plug belov thesheatine) or toofar (with thecut pushedabove
the shearline andinto the shell); to rotate,all pin stacksmusthave a cut at the shearline. SeeFigure3.
The height(or cut depth of a key undereachpin stackpositionis calledits bitting; the bitting of akey is
the“secret’neededo openalock. A key thatis bittedto thewrongdepthin evenonepin positionwill not
allow thelock to operate.

Generallyalock manuacturerwill chooserom amongonly asmallnumberof standarditting depths
at eachpin position. This allows keys to be describedconcisely: typically, the bitting depthnumberis



Figure2: Pintumblerlock with a correctkey inserted.Left: Thecorrectkey lifts the pin stackgo alignthe
cutsatthesheartine. Right: With all of thecutsatthe sheatine, theplug canrotatefreely within theshell.
Herethe plug hasbeenturnedslightly towardthe camerasothatthetopsof thepinsin theplug arevisible.

Figure3: A lock with anincorrectkey. Obsene thatwhile threeof the pin stacks'cutsareatthesheaiine,
two stackshave the cuttoo high andonestackhasthecuttoo low.



written startingfrom the shoulder(handle)of the key to thetip, giving the standarddepthnumberat each
position. So a key for a ve pin lock denoted‘12143” would be cut to depth“1” nearesthe shoulder
andproceedingowardthetip cut at depths*2,” “1,” “4” and“3.” (The exactspeci cationsof the depths
andpositionsfor mostcommercialocksarewidely publishedn the tradeor could be discoreredeasilyby

disassembling. samplelock or measuringa smallnumberof cut keys.) Typically, the numberof pinsisin

therangeof four to seven,andthenumberof possibledepthsrangedrom four to ten,dependingnthelock

model.Betterquality locks generallyemploy morepinsandusemoredistinctcut depthson each.

Pin tumblerlocks can often be defeatedn variousways, althougha discussionof lock picking and
otherbypasgechniqueghat requirespecializedskills or tools or that exploit mechanicaimperfectionss
beyondthescopeof this paper In practice however, evenvery modesiproductsareoftensufciently secure
(or offer the perceptiorof beingsufciently secure)}o discouragehe morecasuawould-beintruderfrom
attemptingto operatealock without a key. Probablythe mostcommonlyusedtechniquedor unauthorized
entry asidefrom bruteforce,involve procuringaworking key.

2.3 Master Keying

Complicatingtheanalysisof pin tumblerlock securityis thefactthat,especiallyin largerscaleinstallations,
theremay be morethanonekey bitting that operatesary givenlock. The mostcommonreasonfor this

phenomenoris the practiceof masterkeying, in which eachlock in a groupis intendedto be operatechot

only by its own uniquekey (thechange key in tradeparlancebut alsoby “master’keysthatcanalsooperate
someor all otherlocksin thesystem.

Masterkeying in pin tumblerlockscanbeaccomplishedh severalways,with theearliestsystemslating
backover 100years.The conceptuallysimplestmasterkey methodentailstwo cylinderson eachlock, one
keyedindividually andthe otherkeyed to the masterbitting; a mechanicalinkage operateghe lock when
eithercylinder is turned.Othermasterkeying scheme&mplg anindependenthkeyed masterring around
thelock plug, andstill othersdependon only a subsef pin positionsbeingusedin ary givenlock. All of
theseapproachebave well-knovn advantagesnddisadwantagesandarenot consideredn this paper Most
importantly theseschemesequirethe useof speciallocksdesignedspeci cally for masterkeying.

Themostcommonmasterkeying scheme-the subjectof consideratiorof this paper canbeusedwith
virtually ary pin tumblerlock. Recallthatin anordinary non-masteregin tumblerlock, eachpin stackis
cutin oneplace,de ning exactly onedepthto whichthe stackmustbelifted by thekey bitting to align with
the shearline. In the corventionalsplit pin masteringschemehowever, someor all pin stacksarecut in
morethanoneplace(typically in two places) allowing additionalbittingsthatalign suchpins. SeeFigure
4.

Considerfor example,a lock A, which has ve pin stackswith four possiblecut positionsin each.
Supposein stacksl through5 areeachcutin two placescorrespondingo bittings“1” and“4”. Obsenre
thatthis lock canbe openedby at leasttwo keys, onewith bitting 11111andanotherwith bitting 44444.
We could createa secondock B, this time with pin stacksl through5 eachcut at depth“2” anddepth“4”.
Thislock canbe operatedy keys cut 22222and44444.1f thesearethe only two locksin the systemkeys
11111and22222canbe saidto be the changekeys for locks A andB, respectrely, while key 44444is a
masterkey thatoperatedoth.

Therearea numberof differentschemedor masterkeying; the subjectis surprisinglysubtleandcom-
plex, andthetradehasdevelopedstandardizegracticesn recentyears.For in-depthtreatmentsthereader
is referredto [1] and[2].

For the purpose®f ourdiscussiorit is sufcient to notethatmodernsplit-pin mastersystemsarekeyed
accordingto oneof two standardschemescalled Total Position Progression(TPP) andRotatingConstant
(RC). In TPPschemesgvery pin stackhasa singleseparatenastercut, whichis never usedin thatposition
onary changekeys. In RC schemes;hangekeys do sharethe mastelbitting for a x ednumberof pin stack



Figure4: A masterkeyed pin tumblerlock. Left: Eachof the six pin stackshastwo cuts. Right: With the
correctchange key inserted,oneof the cutson eachpin stackis alignedat the sheairline. Obsenre thatthe
othercutis sometimesboe andsometimedelov the shealine.

positions,althoughthe positionswill vary (rotate)from lock to lock. Both theseschemesanimplement
a directedgraphwith several levels of masterkeys: “sub-master’keys that opena subsetf locksin the
systemand“grand master’keys thatopenmore'. The highest-leel masterkey, which opensall locksin a
multi-level systemjs sometime<galledthe Top MasterKey (TMK).

Masterkeying haslong beenunderstoodo reducesecurityin severalimportantways. First, of course,
the masterkey representa very valuabletamget; compromiseof the masterkey compromiseghe entire
system. Even if the masterkeys are well protected,securityis still somavhat degraded. Becausesach
masteregin stackalignswith the sheaiine in several positions,masteregystemsaremoresusceptiblé¢o
crosskeying andunintentionakey interchangg, in which keys from the sameor othersystemsperatemore
locks thanintended. For the samereasonmasteredocks tendto be morevulnerableto manipulationby
picking andimpressioning.Theseweaknessesan be mitigatedto someextent throughcareful planning,
improved mechanicatonstructionandthe useof additionalpin stacksandpossiblecut depths.

In this papey however, we considemrmethoddor discorering the masterkey bitting in corventionalpin
tumblersystemgiven accesgo a singlechangekey andits associatedock. No specialskills or tools are
requiredon the partof the attacler, noris it necessaryo disassemblary lock or engagen ary inherently
conspicuou®r suspiciousactiity. We alsosuggestountermeasureandalternatve lock designghatcan
frustratetheseattackso atleastsomeextentundercertaincircumstances.

3 Rights Ampli cation: Reverse-EngineeringMaster Keys

Clearly the mostvaluable,sensitve secretin ary lock systemis the bitting of the top-level masterkey
(TMK). Insiders,who possesgegitimatechangekeys andhave physicalaccesdo locks, represenperhaps
the most seriouspotentialthreatagainstmasterkeyed systems. The primary purposeof assigninglocks
uniquechangekey bittings, afterall, is to allow operatingprivilegesto be grantedto only speci c locks; if
achangekey canbe corvertedinto a masterkey, a major securityobjective of the systemis compromised.
In theterminologyof computersecurity masteikey systemshouldresistunauthorizedights ampli cation
(alsocalledprivilege escalatioi. Unfortunately mostdeplo/ed masterkey systemsarequite vulnerablein
thisregard.

1There are also SelectiveKey systems,in which ary lock can be keyed to operatewith an arbitrary subsetof keys, using
techniguesimilar to masterkeying, andMaisonKey schemesin which certainlocks arekeyedto all keys in a group. We do not
considersuchsystemsere.



3.1 Background

Several time-honorednethodsconvert changekeys into masterkeys, with differenttechniquespplicable
dependingon the particularsystemandresourceswvailableto theattacler.

The simplestapproacto masterkey discovery involvesdirectdecodingof anoriginal masterkey, e.g.,
from visualinspectionphotographsphotocopiespr measurement trainedobserer maybeableto recall
the cutdepthswith surprisingaccurag afterbeingallowedto look only brie y atakey.

Anotherdirecttechniquenvolvesdisassemblyf a masterkeyed lock and measurementf the pinsin
eachpin stackto determinethe bittings that will operateeachpin position. Without accesgo the lock's
changekey, this doesnot yield completeinformationaboutthe masteritting; therewill be exponentially
mary potentialmasterkey bittings,only oneof whichwill correspondo thetruemasterkey. If everypinis
masteredccordingto a standardlr PPschemegdisassemblwf asinglelock will reveal  potentialmaster
keys,where isthenumberof pin stacks.(Thisexponents still smallenougho make exhaustve searclof
thesekeys feasiblein mary cases) Disassemblyof additionallocks from the samesystemcannarrav this
searclspacesigni cantly. If thechangekey to adisassemblelibck is available,thecutscorrespondingo its
bitting canbe eliminatedfrom eachpin stack,makingthe correctbitting of the true masterunambiguously
clearfrom a singlesample.(More securdock designsmalke it dif cult to non-destructiely remove alock
without the key, e.g., by placingsetscravs in locationsthat areinaccessiblevhena dooris closedand
locked). Padlocksare especiallyvulnerableto thesesortsof attacks,sincethey canbe stoleneasilywhen
they areleft unlocled.

A sufciently largegroupof changekey holdersin TPP-basedystemsnaybeableto reverseengineer
a masterkey without disassemblingry locks. Recallthatin thesesystemschangekeys never have the
samebitting at a given pin positionasthe master By measuringheir changekeys, a conspirag of key
holdersmay discover a singledepthnot usedat eachpin positionon the changekeys; this will correspond
to the masterbitting. Several correspondentbave notedthat this techniqueis occasionallyemplo/ed by
enterprisinguniversity studentsespeciallyat betterengineeringschools.

None of theseapproachess completelysatishctory from the point of view of the attacler, however.
Direct decodingfrom the true masterkey entailslimited accesgo sucha key andis not possibleif no
masterkey is availablefor measurementlLock disassemblyor pin measuremennay exposethe attacler
to suspicionandcould be dif cult to performin secret(andcarriestherisk thatthelock may be damaged
in reassembly).Comparinga large numberof differentkeys requires,n the rst case,a large numberof
differentkeys, which maynot be available,andis ineffective againstRC-basedystems.

A morepowerful attackrequiresonly onechangekey andis effective againsiall standardrPP-andRC-
basedsystems.

3.2 An Adaptive Oracle-BasedRights Ampli cation Attack

It is usefulnow to considera lock in more abstractterms. From a cryptologic point of view, we might
obsere thatalock is really anonline“oracle” thatacceptr rejectskeys presentedo it. In this sensethe
oraclegivesasinglebit answerfor eachkey presentedo it; thelock eitherturnsor it doesnot.

A naturalquestionto askaboutary online oracleis whetherit is feasibleto issuea small numberof
gueriesthat force the oracleto leakits secrets.In particular canwe exploit the oracleto testef ciently
single“bits” of a possiblekey or mustwe exhaustvely searctthe entirekey space?

Recallthata pin tumblerlock will operatewheneachof its pin stackss raised(by akey) to a position
whereoneof its cutsis alignedat the shearline. Thereis no “communication”amongpins; the lock will
operatenotonly with all pin stacksalignedatthe changekey depthor all pin stacksatthe masteikey depth,
but alsoby keys thatalign somestacksat the changedepthandothersat themasterdepth. Thatis, consider
our vepinlock A from theprevioussectionwith key bitting 11111representing\'s changekey and44444



representinghe systems masterkey. Thislock canbe operatedotonly by theobviouskeyscutl1111land
44444 but by atotalof  differentkeys, including,e.g.,11114,11141 etc.
It is straightforvard to exploit this phenomenorio discover the masterkey bitting given accesgo a
singlechangekey andits associatedbck, plusa smallnumberof blankkeys milled for the systemkeyway.
In our new? attack,we usethe operationor non-operatiorof alock asan“oracle” to determinepin by
pin, thecompletebitting of the TMK.

3.2.1 Notation

Let denoteghenumberof pin stacksn alock, with stack representinghe rst stack(e.g.,theoneclosest
to theshoulderof thekey) andstack representinghelast(e.g.,thestackatthetip of thekey).
Let denotethe numberof distinctkey bitting depthsin a pin stack,wherel is the highestbitting (in
which thepin stackis raisedthemost)and is thelowest(in which the pin stackis raisedtheleast).
Assumingthatthephysicalpropertiesf the systenplaceno restrictionson thebitting depthof adjacent
pin positions,obsere thatthe numberof distinctkeysis

3.2.2 The Attack

Foreachpin position, from1to |, prepare testkeys cutwith thechangekey bitting atevery position
exceptposition . At position , cuteachof the keys with eachpossiblebitting depthexcludingthe
bitting of thechangekey atthatposition. Attemptto operatahelock (“querytheoracle”)with eachof these
testkeys, andrecordwhich keys operatehelock.

In aTPP-basedystemwith every pin masteredexactly oneof the testkeys for eachpin position
will operatehelock; the depthof thetestkey at thatpositionrepresentshe masterbitting at that position.
If noneof thetestkeys for a particularpositionoperateghe lock, theneitherthat pin is not masteredr it
is anRC-basedystem.In eitherof thesecasesthe masterkey bitting at thatpositionis the sameasthat of
theoriginal changekey.

Oncethemastemitting hasbeendeterminedateachof the  positions,acompletetop-level mastetkey
canbecuteasily

Obsere thatour attackconsumes key blanksandrequires probesof thelock, in
theworstcase.If it is possiblefor the attacler to cut keys betweenprobesof the lock, however, a simple
optimizationreduceghe numberof blanksconsumedo in the worstcase. Ratherthancutting
separatdlanksper position,the attacler needonly usea singlekey, initially cuttingthe positionundertest
to the highestdepthandre-cuttingthe sameblank successely lower after probingthelock. This reduces
thetotal costof carryingout the attackto lessthanabouttwo US dollarsin theworstcase.This optimized
attackstill requires probesof thelock in theworsecase of course.

3.2.3 Practical Considerations

In somelock designsnot all of the possiblekeys are“legal”. In particular with somelock models
it is not possibleon a standardkey to have a very high cut immediatelyadjacento a very low cutif the
angleatwhichthebittingsarecutreachescrosgo the next pin position. A lock's MaximumAdjacentCut
Speci cation(MACS mightrequire,for example,in a systemwith 7 differentcut depthsthatadjacentuts

21t is alwaysdif cult to be surethatsomethings novel in the senseof not having previously beendiscoreredindependently;
thelack of a coherentandopenbody of literatureon locks malkesit especiallyso here. Our attacksurelyis not new in this sense.
Several correspondentiave suggestedhat similar approacheso masterkey reverseengineerinchave beendiscoreredandused
illicitly in the pastandthe methodoccasionallycirculatedinformally, e.g.,on Internetmessagd®oards.(We subsequentljounda
messageriginally sentto a private mailing list in 1987from Doug Gwyn thatdescribes similar method.)However, theredo not
appeato bereferenceso this particularattackin the publishediteratureof eitherthelocksmithor undegroundcommunities.



be no morethan4 stepsapart,disalloving, for example,keys with a depth“1l” cut next to adepth“7” cut.

Evenif boththe changekey andthe masterkey do not violate the MACS rule for a particularlock, this
attackemplgys testkeys thatmix changekey cutswith potentialmastercuts. If the original changekey has
very high or very low cuts,it may thereforebe necessaryor the attacler to createsometestkeys thatdo
violate MACS. In practice,on the locks we examinedwith MACS restrictionsit is generallystill possible
to cutworking testkeys by usinga steepethanusualangleandwith cutsoccugying slightly narraver than
usualspaceon the key. Althoughinsertionandremoval of suchkeys is moredif cult, they aresufcient

for this limited (single-usepurpose.Alternatively, previously discoreredmasterdepthscould be usedin

adjacenpositionson subsequertestkeys.

Also complicatingour attackis the possibilitythatthemastercutslie somevherebetweerthe“standard”
depthsordinarily usedby the lock manufcturer Thisis morelikely in older systemsor thosekeyed by
private locksmithswho may not follow manufcturerstandadized practices.Whenthis is suspectedo be
the case,the attacler mustprobethe lock at more testcut depths,removing only a smallamountof key
material(.005inchesor so) from the positionundertestbetweenprobes.(This is similar to the procedure
usedwhencreatingakey by the“impressioning™techniqueandcouldbe performedwith a ne metal le.)

Somesystemsespeciallyin olderinstallationsusemastercutsthatareconsistenthhigheror lowerthan
thechangekey cuts. This practicemalesit especiallyeasyto discorer the mastetkey with this attack.

Multi-level masteisystemsnayor maynotpresentaspeciakchallengeln standard’ PPandRCsystems,
every pin stackhasat mosttwo cuts;“submastersareimplementedy usinga x edchangekey bitting on
certainpins for locks within eachsubmastegroup. In suchcasesthe attackproceedsas describedand
yieldsthe TMK. It is alsopossible however, to implementhierarchicalsubmasterindpy usingmorethan
two cutson eachpin stack.In suchcaseshe TMK bitting of agivenpin maybeambiguousAn attacler can
distinguishthe true TMK cutsin suchsystemsy conductingthe attackon locks from differentsubmaster
groups.Thismaynotalwaysbenecessarnhowever. It iscommonfor suchsystemdo employ theconvention
thatall of the TMK cutsareeitherabove or belon thesubmastecuts.

Somelarger installationsput different groupsof locks on distinct keyways, suchthat a changekey
for alock in onegroupdoesnot t into the keyway of locks from others. The TMK is cut on a special
“master’blankthat ts all thekeywaysin the system.This practice calledSectionaMasteringor Multiplex
Mastering expandghe numberof effective differsin thesystemandreducexrosskeying betweerdifferent
lock groups.Sectionallymasteredystemsareespeciallyattractive targetsfor attack,sincethe TMK works
for a very large numberof locks acrosggroupsthat would otherwisehave to be keyed on differentmaster
systemsTheattacler simply cutsthe TMK bitting (derivedfrom alock in any section)ontoa blankmilled
for themastersection.

It is worth noting that even “high security” pin tumblerlock designsjncluding thosethat usesidebar
cutsandrotating pins, areusuallyin principle vulnerableto this attack;the only questionis whetherthe
attacler canobtain or fabricatethe requiredblanks. Furthermorepur attackcanbe generalizedo mary
otherlock schemesijncluding, for example, certainhigh securitylever lock and rotary tumbler designs
(suchasAbloy).

3.3 Experimental Results

It is easyto seethat this attackis effective againstthe standardmasterkeying schemesve described.lIt
is naturalto ask, then, whethermasterkey systemsdeplo/ed in practicefollow theseschemesand are
thereforevulnerable. Unlike computingsystemshat can be testedrelatively easilyandsafelyin isolated
testbedervironmentsrunning standardsoftware, sucha questioncanonly be answeredy attemptingthe
attackagainstrealinstallations. The readeris cautionecthat reproductionof theseexperimentsshouldbe
carriedout only with the cooperatiorof the owner of thelock systemsn which the attackis attempted.
Wetestedburattackagainsavarietyof medium-andlarge-scalenstitutionalmastekeyedinstallations,



including both educationalnd commercialervironments. Systemsestedwere both relatvely new and
relatvely old, hadbeenboth factory-lkeyed aswell asprivately rekeyed, andincludedlocks manutctured
by Arrow (SFIC), Best(SFIC), Corbin Russwin,Schlage.andYale. For the BestSFIC, Arrow SFIC and
Schlagesystemswe usedportablekey punchesanda supplyof blank keys broughtto the facilities tested.
FortheCorbinRusswinandYalesystemsye pre-cutsix testkeys onagenerapurposecodemachingbased
on measurementgreviously takenfrom a changekey) anduseda metal le atthetestsiteto progressiely

cutthetestkeys and nally to cutthefull mastembitting ontoafreshblankkey.

All requiredkey blankswere procuredfrom standardcommercialsourcegwhich canbe found easily
on the Internetwith a searchengine). Costper blank rangedfrom US$0.14to US$0.35dependingn the
particularlock type, plus shipping.We used,for conveniencein someof the attackskey cuttingmachines,
alsoavailablewidely from commercialsourcedor a few hundreddollars. In othercaseswe useda ne
metal le andadial caliperor micrometetto cutthekeysto thecorrectbitting depth.Noneof theequipment
or supplieswe usedarerestrictedin any way. (Suchrestrictions,evenif they existed,would not be espe-
cially effective at preventingpotentialattaclersfrom obtainingblank keys, giventhe vastnumberof small
businessethathave legitimateneedfor them(hardwarestoresgetc.)).

In every case the attackyieldedthe top masterkey bitting, asexpected.In general,it requiredonly a
few minutesto carryout, evenwhenusinga le to cutthekeys.

All six Arrow SFIC andBestSFIC systemswe testedhadall (six or seven) pin stacksmasteredvith a
TPPformat. Thetwo CorbinRusswin(system70) systemsachhadthreepin stacks(out of six) mastered,
againwith a TPPformat. The Schlagesystemusedan RC-basedchemeyith every pin masterecndtwo
mastercutsusedon eachchangekey. TheYalesystemwasalsoRC-basedwith onemastercutusedoneach
changekey. Severalof the systemshadmulti-level masterinchierarchiesthe attackyieldedthe TMK in all
cases.

Notably althoughsomeof the complicationsdiscussedn the previous section(suchasmorethanone
mastercut per pin stack,selectve keying, or non-standaranasterdepths)are possiblein principle,we did
notencountethem.Every systemwe testedvaskeyedaccordingo standardTPPor RC) industrypractice,
had at most one mastercut per pin and employed standarddepths,making the attacler's job especially
straightforvard. Although our experimentshardly constitutean exhaustve suney, they were conducted
acrossawide variety of facilitiesthatseenreasonablyepresentate of alarge segmentof US institutional
lock installations.A checkof several otherlock vendors'standardnasterkeying practicedurthersupports
this conclusion.

4 Countermeasules

Our adaptve oracleattackis only effective againstocksthat have a singleshearine usedby both master
and changekeys. Althoughthis is the casewith the majority of masteredocks, thereare commercially
availabledesignghatdo not have this property Lockswith aseparatenastering, for example requirethat
all pin stacksbe alignedto the sameoneof two distinctmasteror changesheaiines, andthereforedo not
provide feedbackaboutthe mastenbitting of a pin giventhe changebittings of the otherpins® . (Masterring
locks, however, areactuallymore vulnerableto reverseengineeringrom lock disassemblyoy an attacler
without accesgo the changekey). Similarly, positionallock schemesin which eachlock usesa unique
subsetof a large numberof possiblepin positions,cannotbe decodedn this manner(but, again,are still
vulnerableto otherattacks).

3A masterring lock hastwo concentricplugs, with the keyway cut into the inner plug. Two distinct shearines areformed.
The pin stacksare correspondinglytaller, with one cut on eachstackdesignedo be ableto reachoneshearine andanothercut
designedo reachthe other A few masterring locks arestill commerciallymanugctured but the designhaslargely fallen out of
favor for mostapplications.
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This attackassumesiccesso a modestsupplyof blankkeys for the system.Whetherthis is a practical
assumptiordependson the particularsystem of course,andsome“restrictedkeyway” lock productsmay
make it moredif cult for theattacler to obtainblanksfrom commerciakourcesHowever, blanksfor mary
so-calledrestrictedsystemsnayin factbe availablefrom aftermarlet vendors Evenwhenanexactblankis
notcommerciallyavailable,oftenadifferentkey canbemilled downto t. Unusualor patent-protectekley
designs suchasthoseemplqging a sidebarcut, may be moredif cult to procuredirectly or modify from
commercialsourceshut blankscanstill often be fabricatedn small quantitiesrelatively easilyby casting
(especiallysincethe attacler alreadypossessesworking changekey cut onthe correctblank)?

In smallermastersystemsjt may be possibleto limit the informationcontainedn ary givenlock, at
the expenseof increased/ulnerability to crosskeying, key interchangeandpicking. In standardRC and
TPP)masterschemesgachpin stackis cut only atthe masterandchangedepths.The attacler exploits the
factthatany working depthsnot correspondingo the changekey mustbe on the master A naturalway to
frustratethe attack,thereforejs to add“f alse” cutsto somepin stacksthatdo not correspondo the master
andthat do not appearin the majority of otherlocksin the system. If one“extra” cutis addedto each
pin stack,the attacler will learn  differentpossiblemasterkeys from onelock, only one of which will
correspondo the“true” TMK bitting. Theseextra cutsmustbe selectedrery carefully however, sinceeach
suchcutreduceshe numberof uniquediffersavailablein the system Effectively, the extra cutscreatenew
subclassesf sub-mastekeys amonglocksthatsharehe samefalsecuts,which theattaclker musteliminate
beforelearningthetrue high-level masterkey. In practice this maynot be a usefulor safecountermeasure
on corventionallockswith a smallnumberof pins,which maynotbeableto toleratethe effective reduction
in key spacehatthis approaclentails.

5 Conclusionsand Lessond_earned

In this paper we have shavn a very simple rights ampli cation attackthat is effective againstvirtually
all corventionalmastetkeyed pin tumblerlocks, including mary so-called‘high-security” products. This
attackis an especiallyseriousthreatto the securityof suchsystemsbecauset is easyto carryout, leaves
essentiallyno forensicevidence requiresno specialskills andusesonly very limited resourcega few blank
keys anda le, in the caseof the mostfrugal attacler). Compoundingthe threatare the factsthat the
attacler needengageonly in apparentlyordinarybehaior — operatingthe lock to which he or shealready
haslegitimateaccess- andthatthe attackcanbe carriedout over a periodof time in several (interrupted)
sessions.

Any successfutompromiseof a masterkeyed installationcanbe very dif cult and costly to remedy
(assumingt is evendiscorered). Every masteredock mustbe rekeyed and, dependinchow the keying is
done,new keys distributedto the key holders.Not only is this very expensve, but system-widee-keying
canalsorequirea considerablgeriodof time to complete duringwhich all the old locksremainexposed.
In light of theinherentsecurityvulnerabilitiesintroducedby masterkeying, ownersof lock systemsshould
considercarefullywhetherthesecurityrisksof masteringoutweighits corveniencebene ts. (Unfortunately
thecomputingworld is notalonein oftenputtinga premiumon corvenienceover security)

If masterkeying mustbe used,simple countermeasuregspeciallythe useof falsecutsin mastered
pin stacks canfrustratethe adaptve oracleattackandmay be appropriatén limited applications.A more
effective approactentailsthe useof lock designssuchasmasterrings, bicentriccylinders,andpositional
dimplekey systemsthatresistsuchattacksintrinsically

4castingor milling doessigni cantly increaseheskill andeffort required of course Mary lock manufcturersandlocksmiths
believe thatpatenteckey designgor which thereareno legally availableblanksdeterthe majority of casualattaclers. Evaluating
thepracticaleffectivenesf patent-baseley controlmusttake into accounfactorsbeyondthelock designghemseles,including
futureindustrybehaior andthelik elihoodof the continuedvalidity andenforcemenof the patents.
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It is worth notingthattheseattacksbecomeratherobvious whenthe basicanalysistechniquef cryp-
tology andcomputersecurityareemplo/ed. (In fact,asnotedpreviously, theseattacksappeato have been
discoreredandrediscoeredindependenthgseveraltimes,occasionallypassewn asundegroundengineer
ing andlocksmithingfolklore but never documentedh theliterature).Oneof the rst questionasledabout
ary proposedryptosystemfor example,is whetherit is possibleto testthe value of onekey bit indepen-
dentlyfrom the others.If it is, the systemwould be consideredopelesslyinsecure sincean attackwould
take time only linear in the numberof key bits, insteadof exponential. The samequestionreadily trans-
latesinto the mechanicalock domainby substituting“pin stack”for “key bit.” (In fact, our masterkey
discorery schemebearsa striking resemblancéo afamouscharacteby-charater attackagainsthe Tene
password mechanism[B) Similarly, the notionof an online serviceasan authenticatiororacleis familiar
in the analysisof cryptographicsystems .Mechanicalocks canlikewise be modeledasonline oraclesthat
acceptor rejectkeys, andsecurityanalysisconductedaccordingly Finally, the attackagainsfTPPsystems
that comparesnmary differentchangekeys is reminiscentof “relatedkey” attacksagainstcryptosystems,
with a threatmodelmuchlike “traitor tracing” in broadcasencryption.Perhap®theraspectof the anal-
ysis of mechanicabnd physicalsecuritywould bene t from similar analogieso computingsystemsand
cryptology

On the otherside of the coin, the vulnerability to rights ampli cation in masterkeying of mechanical
locksrecallssimilarweaknesses cryptographicsystemghatattemptanalogousapabilities.Considerfor
example thevulnerabilitiesnherentn “key escrav’ systemshatattempto facilitateemegeng decryption
by a centralthird party of dataencryptedwith mary differentusers'keys. Even moredirectanalogiesan
be foundin digital rights managemenschemesnd smartcard-basedigital cashsystemghat containbut
aimto hide,asmasterkeyedlocksdo, globalsecretdrom their users.
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